
MOBILE FORENSIC PRODUCTS

• EnCase Mobile Investigator: $???

• AccessData MPE+: $5,000

• Cellebrite UFED Ultimate: $15,000

• Lantern 3: $600

• Oxygen Forensic: $12,000+

• Magnet AXIOM: $1700 + Annual Maintenance 

• Cellebrite Advanced Services: $1000 / Phone

• berla.co: Cars & GPS Units  



LANTERN3













• If Geo-tagging is enabled:

• Can pinpoint where 
photo was taken.

• Copy and paste 
numbers in Google or 
Google Earth.
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LEARNING OBJECTIVES
• Understand how social media plays key rolls in today’s investigations. 

• Understand what types of evidence may be preserved on social media 

• Understand the difference between OSINT and legal process investigations. 

• Understand the value and basic concepts involved in geofencing. 

• Get basic exposure to cloud forensics and understand why it is so difficult to 
conduct advanced cloud-based investigations. 





SOCIAL MEDIA:
USE IN LAW 
ENFORCEMENT 

• (LexisNexis® Risk Solutions, 2016)

• Four (4) out of five (5) respondents actively 
use social media as a tool in investigations. 

• Most common uses include:

• Identifying people and locations.

• Discovering criminal activity and 
locations.

• Gathering evidence and statements.

• Facebook and YouTube are the most widely 
used platforms for investigations. (Instagram 
& Snapchat)



SURVEY OF LAW ENFORCEMENT PROFESSIONALS

109

25% use social media daily for investigations.

73% believe social media helps solve crimes faster.

According to respondents, search warrants utilizing social media to establish 
probable cause hold up in court when challenged 87% of the time.

Over half (52%) of agencies still don’t have a formal process for using 
social media for investigations. 

Less than 20% of respondents learned how to use social media for 
investigations through formal training at agency or training. 
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ASSOCIATION OF INSPECTORS GENERAL 
ANNUAL MEETING SURVEY
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N = 76



HOW OFTEN DO YOU SEARCH SOCIAL MEDIA FOR EVIDENCE RELATED TO 
A CRIME OR ADMINISTRATIVE PROCEEDING ON A CASE YOU ARE 
ASSIGNED TO INVESTIGATE?

Always
30%

Almost Always
31%

Sometimes
33%

Rarely
3%

Never
3%



SOCIAL MEDIA IS A VALUABLE TOOL IN 
INVESTIGATING CRIMES

Strongly Agree
58%

Agree
41%

Undecided
1%



THOSE IN COMMAND AT MY AGENCY ENCOURAGE 
THE USE OF SOCIAL MEDIA FOR INVESTIGATION

Strongly Agree
26%

Agree
43%

Undecided
15%

Disagree
12%

Strongly disagree
4%



MY DEPARTMENT/AGENCY PROVIDES FORMAL TRAINING 
IN USING SOCIAL MEDIA TO GATHER EVIDENCE FOR 
INVESTIGATIONS.

Yes
21%

No
79%



DOES YOUR AGENCY/DEPARTMENT HAVE A POLICY FOR 
OBTAINING/SEARCHING EVIDENCE POSTED ON SOCIAL 
MEDIA FOR USE IN INVESTIGATIONS?

Yes
45%No

55%





DEFINING “SOCIAL MEDIA”
“We define social [media] as web-based services that allow individuals to

(1) construct a public or semi-public profile within a
bounded system,

(2) articulate a list of other users with whom they share
a connection, and

(3) view and transverse their list of connections and
those made by others within the system.

The nature and nomenclature of these connections may vary from site to

site.”

-Boyd, D.M., and Ellison, N.B. (2007), Social Network Sites: Definition, History, and Scholarship. Journal of Computer-Mediated 

Communication, 13: 210-230, available at http://onlinelibrary.wiley.com/doi/10.1111/j.1083-6101.2007.00393.x/full.





INVESTIGATIVE METHODS

SCREEN CAPTURE ARCHIVING SOLUTIONS FORENSIC SOFTWARE BUSINESS RECORDS


