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THE THIRD-PARTY DOCTRINE PROBLEM



THIRD PARTY 
DOCTRINE

“The Supreme Court has repeatedly 
held… that the Fourth Amendment does 
not protect information revealed to Third 
Parties.” (Kerr 2004 & Smith v Maryland 
1979)

Third Party = ISP, Cloud Storage, any 
Business or Individual. Sharing Data with a 
third party removes 4th amendment 
protections



US V. GRAHAM 
2016 - FOURTH 
US CIRCUIT 
COURT OF 
APPEALS. 

The Fourth Amendment does not protect information voluntarily disclosed to a third 
party because even a subjective expectation of privacy in such information is "not one 
society is prepared to recognize as ‘reasonable.’" The government therefore does not 
engage in a Fourth Amendment "search" when it acquires such information from a third 
party.

Law enforcement does not need warrant for GPS data from cellular provider. 

“Without a change in controlling law, we cannot conclude that the Government violated 
the Fourth Amendment in this case.” 

Discussion of meta data vs. content 



US V. GRAHAM 
2016 - FOURTH 
US CIRCUIT 
COURT OF 
APPEALS. 

The Fourth Amendment does not protect information voluntarily disclosed to a third 
party because even a subjective expectation of privacy in such information is "not one 
society is prepared to recognize as ‘reasonable.’" The government therefore does not 
engage in a Fourth Amendment "search" when it acquires such information from a third 
party.

Law enforcement does not need warrant for GPS data from cellular provider. 

“Without a change in controlling law, we cannot conclude that the Government violated 
the Fourth Amendment in this case.” 

Discussion of meta data vs. content 



CARPENTER V. UNITED STATES
525 US __ (2018). ARGUED NOVEMBER 29, 2017—DECIDED JUNE 22, 

2018



DOES THE GOVERNMENT CONDUCT A SEARCH 
UNDER THE FOURTH AMENDMENT WHEN IT 

ACCESSES HISTORICAL CELL PHONE RECORDS 
THAT PROVIDE A COMPREHENSIVE CHRONICLE OF 

THE USER’S PAST MOVEMENTS?



“

”

EXPECTATIONS OF PRIVACY IN THIS AGE OF DIGITAL DATA DO 
NOT FIT NEATLY INTO EXISTING PRECEDENTS…TRACKING 
PERSON'S MOVEMENTS AND LOCATION THROUGH 
EXTENSIVE CELL-SITE RECORDS IS FAR MORE INTRUSIVE 
THAN THE PRECEDENTS MIGHT HAVE ANTICIPATED. 

Carpenter v. United States
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The Court declined to extend the "third-party doctrine"—a doctrine where information 
disclosed to a third party carries no reasonable expectation of privacy—to cell-site location 
information, which implicates even greater privacy concerns than GPS tracking does. 

One consideration in the development of the third-party doctrine was the "nature of the 
particular documents sought," and the level of intrusiveness of extensive cell-site data weighs 
against application of the doctrine to this type of information. 

Additionally, the third-party doctrine applies to voluntary exposure, and while a user might be 
abstractly aware that his cell phone provider keeps logs, it happens without any affirmative act 
on the user's part. 

CARPENTER V. UNITED STATES



CARPENTER V. UNITED STATES

Thus, the Court held that the government generally does need a 

warrant to access cell site location information
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SERVICE PROVIDER DATA





•WHO HAS THE DATA?

•WHERE DOES IT LIVE?

•WHAT PROTOCOLS WERE USED?

•WHAT INFORMATION DO YOU 
WANT? 



SERVICE 
PROVIDER 
DATA

Pen Registry / Trap and Trace

Cell Site Information

Call content, text (SMS), MMS

E-Mail

URL / ISP / DNS Connections

Live or Historical Geolocation (all phones) 

Dumb Phones have the same capabilities. 





INTERNATIONAL ASSOCIATION OF 
CHIEFS OF POLICE (IACP)

• How-to Guides for various technologies/platforms and applications: 
http://www.iacpsocialmedia.org/Technologies.aspx

• Law Enforcement Guides: 
http://www.iacpsocialmedia.org/Resources/ToolsTutorials/ViewTutorial.aspx?termid=1
6&cmsid=5520



RISS.NET



NATIONAL WHITE COLLAR CRIME CENTER



LAW ENFORCEMENT 
RESOURCE GUIDES

• IDENTIFY THE SERVICE PROVIDER YOU WANT 

INFORMATION FROM.

• MOST SERVICE PROVIDERS HAVE ONLINE GUIDES 

FOR LAW ENFORCEMENT AND LEGAL COMPLIANCE. 

• VISIT THEIR WEBSITE OR GOOGLE “X LAW 

ENFORCEMENT GUIDE.”











CELL TOWERS

• Coverage ~ 10 square miles

• Strong signal, near tower*

• Towers can be leased

• Can be disguised in trees,
water towers, houses, etc.

• For CELL tower reference

• http://www.cellreception.com

• * The closest CELL tower does not
• have to pick up your signal



HTTP://WWW.CELLRECEPTION.COM



WITHOUTTHECAT.COM





EVIDENCE ADMISSIBILITY

Evidence Collection

- Follow established legal processes.

- Use accepted and proven techniques and tools.

- Employ certified digital experts.



CHAIN-OF-CUSTODY

•Chronological Documentation

•Accounts for location and access of 

evidence from the time it is 

collected/seized until the time it is 

used in a legal or administrative 

proceeding.



IN GENERAL CHAIN-OF-CUSTODY FOR 
ELECTRONIC EVIDENCE IS NOT MUCH DIFFERENT 

THAN OTHER PHYSICAL EVIDENCE – BUT REQUIRES 
A LOT MORE INFORMATION



CHAIN-OF-CUSTODY (COC)

The "sequencing" of the CoC follows this order: identification 
and collection; analysis; storage; preservation; 

transportation; presentation in court; return to owner.

The CoC shows: who obtained the evidence; where and when 
the evidence was obtained; who secured the evidence; who 

had control or possession of the evidence.



EVIDENCE

• Evidence should be handled according to agency policy while 
maintaining a chain of custody.

• Network isolation should be maintained.

• Additional forensic analysis may need to be performed:

– To conduct traditional forensic processes on a mobile phone (DNA, latent prints, 
etc.).

– Contact appropriate crime lab personnel for guidance on processing order to avoid 
the destruction of forensic evidence.



EVIDENCE: FARADAY

• Faraday Bag/Box: Used for digital evidence 
collection, preservation and examination.

– Shields digital evidence from cellular, WiFi, 
Bluetooth and radio frequency (RF) signals.

– https://edecdf.com/collections/mobile
• Faraday Cage/Tent



FARADAY BAGS/BOXES/CAGES/TENTS

• Evidence
• Preservation
• Examination



• Review search warrant.

• “Ask” mobile user for pass codes or PINs.

• Process Immediately OR Turn off Phone and remove battery?

– Turning OFF:

• Preserves call logs and last cell tower location information (LOCI).

• Prevents overwriting deleted data.

• Prevents improper mobile phone handling.

• CON – Removes information from active memory.

• CON – May make it harder for forensic analysis. 

Seizing Evidence



• Locking the phone by password or PIN.

• Many mobile phones can be placed in “Airplane” mode.

• Not really a great solution – Does not do what people expects 

• Collect associated chargers, cables, peripherals, and manuals.

Seizing Evidence



PYRAMID LEVELS OF EXAMINATION

• The higher the 
level, the more 
complex

• Tools more $

• Longer analysis 
times

• More training

• More InvasiveLOGICAL

FILE SYSTEM

PHYSICAL

MANUAL

CHIP
OFF




