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The materials discussed in this presentation are for

informational and training purposes only and not for the purpose

of providing legal advice.

You should contact your agency attorney to obtain advice with

respect to any particular issue or problem.
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LEARNING OBJECTIVES

Understand how digital evidence 
plays key rolls in today’s 
investigations. 

Understand the roll digital forensics 
plays in investigations. 

Understand key legal decisions 
regarding the collection and use of 
digital evidence. 

Gain basic knowledge on the use 
of cellular and ISP records.  













“THOSE COMPUTER CRIME 
PEOPLE I WORK WITH.”



PURPOSE OF DIGITAL FORENSICS

PROVE INTENT (STATE OF MIND) PROVIDE RELEVANT EVIDENCE TO A 
CASE.

FIND HIDDEN OR DELETED FILES AND 
DATA.



PURPOSE OF FORENSICS

WHO? WHEN? WHERE? HOW? SOMETIMES 
WHY



TYPICAL CASES

Criminal Child Sexual Abuse 
Materials White Collar Crimes

Identity theft, money 
laundering, credit card 

fraud, etc.

Acts of Terrorism Internal Affairs and 
Inspectors General Regulatory/Compliance Administrative (HR)



OPERATIONAL DEFINITIONS

Digital forensics is the collection, preservation, analyses, recovery & 
investigation of evidence found in digital devices that can be used in 
civil, criminal or regulatory cases.

E-Discovery is the process by which (IT/other) examiners find & 
produce documents stored in electronic form in response to civil or 
criminal litigation, internal corporate policies, or regulatory 
investigations.



EVIDENCE 
PROCESSING

AND
EVIDENCE 
ANALYSIS

As Collected? Storage Until Needed? 

1% vs 100%

High Skill Set Individuals

Computer Assisted Analysis 

Data Mining / Big Data 



FORENSIC RECOVERY OF EVIDENCE DEVICE
(FRED UNIT)





SMARTPHONE/WEARABLES & USER CHOICE

GREEN: WORN 
AND FULL DATA

YELLOW: PARTIAL 
DATA BY CHANCE

ORANGE: PARTIAL 
DATA BY CHOICE

RED: NO DATA BY 
CHOICE

DARK: NO 
ACTIVITY

BATTERY DEAD





PURPOSE OF 
DIGITAL 
FORENSICS



THE DIGITAL 
FORENSIC 
EXAMINER

1. Evidence Handling

2. Acquisitions 

3. Analysis

4. Expert Witness 

5. Ethics 



(1) EVIDENCE 
HANDLING

Chain-of-Custody forms must be filled out 
showing how data was seized, gathered, 
transported, stored, copied, analyzed, 
preserved and secured for production.

Chain-of-Custody documentation must be 
maintained for all evidence



(2) ACQUISITIONS

All new and re-used media wiped & verified before use.

Commercial Off the Shelf (COTS) computer forensic tools will be used.

The use of open source, freeware, shareware or in-house developed software is limited to 
support small specialized tasks and to fill gaps the COTS products lack.



(3) ANALYSIS OF 1:1 FORENSIC COPIES

Forensic copy is used 
(not original media).

Document process (all 
HW, SW & Media).

All deleted files are 
recovered.

Unallocated space 
examined.

Slack space examined 
for lost/hidden data.

Password protected 
and encrypted files are 
unlocked, decrypted 
and examined.



(4) EXPERT WITNESS

A skilled, qualified, and experienced practitioner that has been qualified by the court.

Ability to simplify technical concepts using facts.

May express an opinion deduced from evidence.

Knowledge of standardized and specific procedures.

Adhere to an established code of ethics.



(5) ETHICS

How a specialized skill set is used to address moral and professional issues that are 
encountered daily.

Follow a code that includes characteristics such as honesty, integrity, objectivity, transparency, 
accuracy, accountability and confidentiality.

Practice due diligence, i.e., thoroughly analyze evidence based upon established and validated 
principles and only present facts.







HON. SAMUEL ALITO, 
UNITED STATES 
SUPREME COURT

RILEY V. CALIFORNIA, 
US. NO. 13–132

“Modern cell phones are of 
great value for both lawful 
and unlawful purposes. They 
can be used in committing 
many serious crimes, and they 
present new and difficult law 
enforcement problems”
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LAW = COMPLICATED

•Electronic Communications Privacy Act, 18 

USC §2510 

•Stored Communications Act, 18 USC §2701

•Protect America Act, Public Law 110-55

•Third-Party Doctrine



TRADITIONAL METHODS

Consent Subpoena

Search 
Warrant

Plain 
View











RILEY V. CALIFORNIA
US. NO. 13–132. ARGUED APRIL 29, 2014—DECIDED JUNE 25, 2014

Held: The police generally may not, without a warrant, 

search digital information on a cell phone seized from an 

individual who has been arrested.
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RILEY V. CALIFORNIA
US. NO. 13–132. ARGUED APRIL 29, 2014—DECIDED JUNE 25, 2014

Officers may examine the phone’s physical aspects to 

ensure that it will not be used as a weapon, but the data 

on the phone can endanger no one.
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IDEAL CONCEAL CELLPHONE GUN
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Chimel v. California (395 U.S. 752): Requires that a search incident to arrest be limited 
to the area within the arrestee’s immediate control. Where it is justified for officer 
safety and/or evidence preservation. 

United States v. Robinson (414 U. S. 218): Expanded Chimel to almost all arrest 
situations. 

The Court in Riley declines to extend Robinson’s categorical rule to searches of 
data stored on cell phones…But a search of digital information on a cell phone 
does not further the government interests identified in Chimel, and implicates 
substantially greater individual privacy interests than a brief physical search.



RILEY V. CALIFORNIA
EXCEPTIONS

• Exigent Circumstances



RILEY V. CALIFORNIA

The United States and California raise 

concerns about the destruction of 

evidence, arguing that, even if the cell 

phone is physically secure, information on 

the cell phone remains vulnerable to 

remote wiping and data encryption.
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The briefing also gives little indication that either 

problem is prevalent or that the opportunity to 

perform a search incident to arrest would be an 

effective solution. And, at least as to remote 

wiping, law enforcement currently has some 

technologies of its own for combatting the loss of 

evidence.
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REMOTE WIPE



REMOTE 
FORENSIC WIPE



POST
RILEY V. 
CALIFORNIA

Arrest  Search/Arrest 
Warrant  1:1 Image

Search/Arrest Warrant 
Arrest  1:1 Image


