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The materials discussed in this presentation are
for informational and training purposes only and
not for the purpose of providing legal advice.

You should contact your agency attorney to
obtain advice with respect to any particular issue
or problem.
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Learning Objectives

• Understand how social media plays key rolls in today’s investigations. 

• Understand what types of evidence may be preserved on social 
media 

• Understand the difference between OSINT and legal process 
investigations. 

• Understand the value and basic concepts involved in geofencing. 

• Get basic exposure to cloud forensics and understand why it is so 
hard to conduct advanced cloud based investigations. 
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Social Media:
Use in Law Enforcement 

(LexisNexis® Risk Solutions, 2016)

• Four (4) out of five (5) respondents actively use social 
media as a tool in investigations. 

• Most common uses include:
• Identifying people and locations.
• Discovering criminal activity and locations.
• Gathering evidence and statements.

• Facebook and YouTube are the most widely used 
platforms for investigations. (Instagram & Snapchat)



• 25% use social media daily for investigations.
• 73% believe social media helps solve crimes faster.
• According to respondents, search warrants utilizing 

social media to establish probable cause hold up in 
court when challenged 87% of the time.

• Over half (52%) of agencies still don’t have a formal 
process for using social media for investigations. 

• Less than 20% of respondents learned how to use 
social media for investigations through formal 
training at agency or training. 

8

Survey of Law Enforcement 
Professionals



WELCOME 
TO THE





Defining “Social Media”
“We define social [media] as web-based services that allow
individuals to

(1) construct a public or semi-public profile within a
bounded system,

(2) articulate a list of other users with whom they share
a connection, and

(3) view and transverse their list of connections and
those made by others within the system.

The nature and nomenclature of these connections may vary from site
to site.”

-Boyd, D.M., and Ellison, N.B. (2007), Social Network Sites: Definition, History, and 
Scholarship. Journal of Computer-Mediated Communication, 13: 210-230, available 
at http://onlinelibrary.wiley.com/doi/10.1111/j.1083-6101.2007.00393.x/full.

http://onlinelibrary.wiley.com/doi/10.1111/j.1083-6101.2007.00393.x/full




Investigative Methods

• Screen Capture: Take screenshots of the page one is 
currently viewing.

• Archiving Solutions: Google, Facebook, Twitter & 
LinkedIn all offer ways in which users can download 
& archive their data.

• Forensic Software: Application Program Interfaces 
(APIs) forensically collect information from 
accounts, depending on permissions.

• Business Records 
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The Stored Communications Act 
(SCA)
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(f) Requirement To Preserve Evidence.—
(1) In general.— A provider of wire or electronic 

communication services or a remote computing service, 
upon the request of a governmental entity, shall take 

all necessary steps to preserve records and other 
evidence in its possession pending the issuance of a 

court order or other process.
(2) Period of retention.— Records referred to in 

paragraph (1) shall be retained for a period of 90 days, 
which shall be extended for an additional 90-day period 

upon a renewed request by the governmental entity.

the term “governmental entity” means a department or agency of 
the United States or any State or political subdivision thereof.

Stored Communications Act



Stored Communications Act (SCA)

Crispin v. Christian Audigier Inc.,
2010 U.S. Dist. Lexis 52832 (C.D. Cal. May 26, 2010).

http://www.lexisnexis.com/legalnewsroom/intellectual-property/b/copyright-
trademark-law-blog/archive/2010/06/02/free-download-order-re-subpoenas-served-on-
social-networking-websites-crispin-v-christian-audigier-2010-u-s-dist-lexis-52832-c-d-cal-

may-26-2010.aspx

• Ruled that Facebook & MySpace fall under the 
definition of an Electronic Service Provider (ESP), as 
defined by SCA, because they provide message 
delivery services. 

• Thus, the Court found the SCA is applicable to 
social networking sites. 

http://www.lexisnexis.com/legalnewsroom/intellectual-property/b/copyright-trademark-law-blog/archive/2010/06/02/free-download-order-re-subpoenas-served-on-social-networking-websites-crispin-v-christian-audigier-2010-u-s-dist-lexis-52832-c-d-cal-may-26-2010.aspx


Stored Communications Act: 
Investigative Methods

18 U.S. Code § 2703 - Required disclosure of 
customer communications or records
• Letter of Preservation: “shall take all necessary 

steps to preserve records and other evidence in 
possession pending the issuance of a court order or 
other process.” I8 USC 2703(f) 

• Warrants/Subpoenas: Obtain the information 
directly from the social networking site via warrant, 
subpoena or other legal mechanism. I8 USC 2703(d)
*Direct Presence of Officer is not Required. I8 USC 
2703(g) 
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LETTER OF PRESERVATION  
Dear Custodian of Records,
Our agency is conducting an ongoing criminal investigation that involves one or more Yahoo! users. As part of that

investigation, we are requesting that information related to the [Yahoo! ID or Yahoo! e-mail address or Yahoo! 
Group] listed below be preserved pending the issuance of formal legal process. More specifically, we are 
requesting that you preserve all [subscriber information and/or account contents or Group information] related to 
the following customer or subscribers:

Yahoo! IDs:
Yahoo! e-mail address:
Name:
Address:
Additional Identifying Information (e.g. DOB, credit card number):

At this time we are expecting to obtain formal legal process in the next 90 days. We acknowledge that if we do not 
serve legal process upon you in the next 90 days, and do not request a 90 day extension, the preserved information 
may no longer be available.

This letter is a request to preserve such records and is being made under the provisions of 18 United States Code 
Section 2703 (f) which states “...a provider of wire or electronic communication services or a remote computing 
service, upon request of a government entity, shall take all necessary steps to preserve records and other evidence 
in possession pending the issuance of a court order or other process.”

You are also requested not to disclose the existence of this request to the subscriber or any other person, other than 
as necessary to comply with this request. 20



Screen Capture

• Pros
– Captures and preserves the information in a 

specific moment in time.
– Prevents the information from being deleted by 

the user.

• Cons
– Privacy settings may prevent access.
– Authentication problems in court.



Archiving Solutions

• Retrieve & analyze data that a user has requested 
about his/her own account.

• Many social media sites offer users the ability to 
download a copy of the information contained 
about the user on the site.
– Facebook: 

https://www.facebook.com/help/131112897028467
– Twitter: https://blog.twitter.com/2012/your-twitter-archive

https://www.facebook.com/help/131112897028467
https://blog.twitter.com/2012/your-twitter-archive
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Archiving Solutions

• Facebook
– Downloadable information includes IP addresses, 

login information, date and timestamps, etc. 
(Facebook, Inc, 2013).

– Metadata of a photo a user has uploaded is also 
available.

• LinkedIn does the same, to a lesser degree.
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Archiving Solutions

• Pros
– Provides a plethora of useful information.

• Cons
– Only the user can request a copy of his/her own 

data.
– Most users involved in litigation are unlikely to 

willingly provide a copy of their data to the other 
party, be that the police or the plaintiff.

– Thus, without a court order or a willing 
participant, this method is not helpful.
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Forensic Software

• Forensic software is specially built to collect 
content and metadata.

• Pros
- X1 Social Discovery can provide all content & 

metadata that might be relevant to an 
investigation, all through the use of social 
networking sites’ APIs.

- Creates an MD5 hash of everything that will be 
useful for authentication purposes.



Forensic Software
• Cons

- May require information to be publicly available 
or obtained with consent, subpoena or court 
order. If information is not obtained under these 
circumstances, it may be excluded under the 
rules of evidence.

- The software is based on each social media sites’ 
API. Thus, if the site changes the way it offers 
data to be collected then the software needs to 
be updated to reflect these changes.

• http://www.x1.com/products/x1_social_discovery/
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http://www.x1.com/products/x1_social_discovery/
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Obtaining Private Information

US v. Meregildo,
883 F. Supp. 2d 523, S.D.N.Y. (2012).

http://scholar.google.com/scholar_case?case=1305448164744211386&
hl=en&as_sdt=6&as_vis=1&oi=scholarr

• Judge ruled “the Government did not violate the 
Fourth Amendment when it accessed Colon's 
Facebook profile through a cooperating witness” as 
there was no justifiable expectation of privacy that 
his friends would keep his posts private.

http://scholar.google.com/scholar_case?case=1305448164744211386&hl=en&as_sdt=6&as_vis=1&oi=scholarr


Authentication

Griffin v. State of Maryland,
2011 WL 1586683 (Md. 2011)

http://mdcourts.gov/opinions/coa/2011/74a10.pdf

• Ruled the testimony of witnesses with knowledge 
was insufficient to support the evidence as 
authenticated.

• Stated a photo of the defendant & her date of 
birth, along with the name of the defendant’s 
boyfriend, were “not sufficient ‘distinctive 
characteristics’”. 

• This decision demonstrates a misunderstanding by 

http://mdcourts.gov/opinions/coa/2011/74a10.pdf


Authentication

• The Court stated: “The potential for abuse and 
manipulation of a social networking site by someone 
other than its purported creator and/or user leads to 
our conclusion that a printout of an image from such 
a site requires a greater degree of authentication 
than merely identifying the date of birth of the 
creator and her visage in a photograph on the site in 
order to reflect that [the alleged] was its creator”.
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Authentication

• Court provided suggestions on how to authenticate 
such evidence: 
– “Ask the purported creator if she indeed created 

the profile and also if she added the posting in 
question”.

– Get a computer forensic expert to analyze the 
computer of the person who allegedly made the 
post “to determine whether the computer was 
used to originate the social networking profile 
and posting in question”.

• The ruling and dicta show a misunderstanding by 
the Court. 39



Access to Accounts

Commonwealth v. Williams
926 N.E.2d 1162 (Mass. 2010) 

• Determine who has access to the account and what 
protective measures are deployed.

• Held “that MySpace messages were not properly 
authenticated, because State failed to offer evidence 
regarding who had access to the page and whether the 
purported creator authored the relevant message.”
- Daily, Christopher R., The Defense Line: Establishing ‘Friends’ Under 

the Rules of Evidence, No. 74 (Sept. 2010), available at 
http://www.mddefensecounsel.org/news.html

http://www.mddefensecounsel.org/news.html


Access to Accounts

• It is important to make sure that a social forensics 
examiner is aware of whether multiple people 
accessed the account at the time.

• Metadata can help depending on the social media 
site.
– Try to find out who had access and when.
– Look at the past IP address logins. If they 

repeatedly show up you can insinuate that past 
activity shows a pattern of behavior that a user 
was responsible for. 
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Cloud Types
• Cloud Storage / Cloud Data

- Dropbox, Google Drive, Sky Drive, 
PC Backup, SugarSync, Mozy, Box, CrashPlan

• Cloud Computing Providers
- VMware, Microsoft, AmazonWS, Bluelock, Citrix, 

Joyent, Verizon/Terremark, Rackspace
• Cloud Applications 

- Adobe Creative Cloud, Salesforce, Waze, 
Audiobox (music), Pandora, Do, Spotify, 
Evernote

• Cloud OS
- Microsoft Cloud OS, Chrome OS 45



1 Word = Many Uses

• Private Cloud
- Private 

Organizations
- Personal clouds

• Public Cloud
• Community Cloud
• Hybrid Cloud
• Distributed Cloud

46

• Service Models
- iaaS = Infrastructure 

as a Service
- PaaS = Platform as a 

Service
- SaaS = Software as a 

Service



Cloud Network Forensics

• Still in its infancy.
• Depending on level of access: use a tool like 

tcpdump or Wireshark to perform network analysis 
on the network traffic.

• Follow Legal Procedures to obtain logs.
• Usually task & time inattentive.
• Logs….Logs….Logs.
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