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The materials discussed in this presentation are for

informational and training purposes only and not for the purpose

of providing legal advice.

You should contact your agency attorney to obtain advice with

respect to any particular issue or problem.
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LEARNING OBJECTIVES

Understand how digital evidence is 
generated and where it might be 
found. 

Understand the role digital 
forensics plays in investigations. 

Understand key legal decisions 
regarding the collection and use of 
digital evidence. 

Gain basic knowledge on the use 
of cellular and ISP records.  













“THOSE COMPUTER CRIME 
PEOPLE I WORK WITH.”



PURPOSE OF DIGITAL FORENSICS

PROVE INTENT (STATE OF MIND) PROVIDE RELEVANT EVIDENCE TO A 
CASE.

FIND HIDDEN OR DELETED FILES AND 
DATA.



PURPOSE OF FORENSICS

WHO? WHEN? WHERE? HOW? SOMETIMES 
WHY



TYPICAL CASES

Criminal Child Sexual Abuse 
Materials White Collar Crimes

Identity theft, money 
laundering, credit card 

fraud, etc.

Acts of Terrorism Internal Affairs and 
Inspectors General Regulatory/Compliance Administrative (HR)



OPERATIONAL DEFINITIONS

Digital forensics is the collection, preservation, analyses, recovery & 
investigation of evidence found in digital devices that can be used in 
civil, criminal or regulatory cases.

E-Discovery is the process by which (IT/other) examiners find & 
produce documents stored in electronic form in response to civil or 
criminal litigation, internal corporate policies, or regulatory 
investigations.







CFCE: Certified Forensic Computer Examiner

• https://www.iacis.com/certification/cfce

EnCE: Encase Certified Examiner

• http://www.guidancesoftware.com/computer-forensics-training-
ence-certification.htm

CCE: Certified Computer Examiner

• https://www.isfce.com/certification.htm

CHFI: Computer Hacking Forensic Investigator

•

http://www.eccouncil.org/certification/computer_hacking_forensic
_investigator.aspx

Digital/Computer Forensic Certifications



Digital/Computer Forensic Certifications

GCFE: GAIC Forensic Examiner Certification
• http://computer-

forensics.sans.org/certification/gcfe

CDFE: Certified Digital Forensic Examiner
• http://mile2.com/digital-forensics-

courses/certified-digital-forensics-examiner.html

*CFE: Certified Fraud Examiner
• http://www.acfe.com/membership/becoming-

cfe.asp
* Not a Digital Forensics expert by itself



EVIDENCE PRESERVATION
(EASY??)



EVIDENCE 
PRESERVATION



NYPD / DOI EVIDENCE WEARHOUSE



REPAIRED AND IMPROVED





EVIDENCE 
PROCESSING

AND
EVIDENCE 
ANALYSIS

As Collected? Storage Until Needed? 

1% vs 100%

High Skill Set Individuals

Computer Assisted Analysis 

Data Mining / Big Data 



FORENSIC RECOVERY OF EVIDENCE DEVICE
(FRED UNIT)



MOORE’S LAW
A DECADE OF PROGRESS IN SEMINOLE 
COUNTY, FL



































TEN + YEARS LATER



Lab expanded from 2 examiners up to 5 digital forensic examiners. Each examiner was issued 3 FRED computers and double monitors



Chip-Off station for removing microchips from cell phones for further analysis



Senior examiner was provided his or her own office












