
Password cracking machine built with 4 Nvidia 2080 graphic cards each



The evidence server now has 1 Petabyte of storage + a 1 Petabyte backup server.



Siri is a chocolate Labrador Retriever trained to indicate on all electronic storage devices 
such as SD Cards, Micro SD Cards, thumb drives, cell phones, external hard drives, hard 

drives, ipads, and all other electronic devices





PURPOSE OF 
DIGITAL 
FORENSICS



THE DIGITAL 
FORENSIC 
EXAMINER

1. Evidence Handling

2. Acquisitions 

3. Analysis

4. Expert Witness 

5. Ethics 



(1) EVIDENCE 
HANDLING

Chain-of-Custody forms have to be filled out 
showing how data was seized, gathered, 
transported, stored, copied, analyzed, 
preserved and secured for production.

Chain-of-Custody documentation must be 
maintained for all evidence



(2) ACQUISITIONS

All new and re-used media wiped & verified before use.

Commercial Off the Shelf (COTS) computer forensic tools will be used.

The use of open source, freeware, shareware or in-house developed software is limited to 
support small specialized tasks and to fill gaps the COTS products lack.



(3) ANALYSIS OF 1:1 FORENSIC COPIES

Forensic copy is used 
(not original media).

Document process (all 
HW, SW & Media).

All deleted files are 
recovered.

Unallocated space 
examined.

Slack space examined 
for lost/hidden data.

Password protected 
and encrypted files are 
unlocked, decrypted 
and examined.



(4) EXPERT WITNESS

A skilled, qualified, and experienced practitioner that has been qualified by the court.

Ability to simplify technical concepts using facts.

May express an opinion deduced from evidence.

Knowledge of standardized and specific procedures.

Adhere to an established code of ethics.



(5) ETHICS

How a specialized skill set is used to address moral and professional issues that are 
encountered daily.

Follow a code that includes characteristics such as honesty, integrity, objectivity, transparency, 
accuracy, accountability and confidentiality.

Practice due diligence, i.e., thoroughly analyze evidence based upon established and validated 
principles and only present facts.









SMARTPHONE/WEARABLES & USER CHOICE

GREEN: WORN 
AND FULL DATA

YELLOW: PARTIAL 
DATA BY CHANCE

ORANGE: PARTIAL 
DATA BY CHOICE

RED: NO DATA BY 
CHOICE

DARK: NO 
ACTIVITY

BATTERY DEAD



HON. SAMUEL ALITO, 
UNITED STATES 
SUPREME COURT

RILEY V. CALIFORNIA, 
US. NO. 13–132

“Modern cell phones are of 
great value for both lawful 
and unlawful purposes. They 
can be used in committing 
many serious crimes, and they 
present new and difficult law 
enforcement problems.”
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LAW = COMPLICATED

•Electronic Communications Privacy Act, 18 

USC §2510 

•Stored Communications Act, 18 USC §2701

•Protect America Act, Public Law 110-55

•Third-Party Doctrine



TRADITIONAL METHODS

Consent Subpoena

Search 
Warrant

Plain 
View











RILEY V. CALIFORNIA
US. NO. 13–132. ARGUED APRIL 29, 2014—DECIDED JUNE 25, 2014

Held: The police generally may not, without a warrant, 

search digital information on a cell phone seized from an 

individual who has been arrested.

7
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RILEY V. CALIFORNIA
US. NO. 13–132. ARGUED APRIL 29, 2014—DECIDED JUNE 25, 2014

Officers may examine the phone’s physical aspects to 

ensure that it will not be used as a weapon, but the data 

on the phone can endanger no one.

7
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IDEAL CONCEAL CELLPHONE GUN



81

Chimel v. California (395 U.S. 752): Requires that a search incident to arrest be limited 
to the area within the arrestee’s immediate control. Where it is justified for officer 
safety and/or evidence preservation. 

United States v. Robinson (414 U. S. 218): Expanded Chimel to almost all arrest 
situations. 

The Court in Riley declines to extend Robinson’s categorical rule to searches of 
data stored on cell phones…But a search of digital information on a cell phone 
does not further the government interests identified in Chimel, and implicates 
substantially greater individual privacy interests than a brief physical search.



RILEY V. CALIFORNIA
EXCEPTIONS

• Exigent Circumstances



RILEY V. CALIFORNIA

The United States and California raise 

concerns about the destruction of 

evidence, arguing that, even if the cell 

phone is physically secure, information on 

the cell phone remains vulnerable to 

remote wiping and data encryption.
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The briefing also gives little indication that either 

problem is prevalent or that the opportunity to 

perform a search incident to arrest would be an 

effective solution. And, at least as to remote 

wiping, law enforcement currently has some 

technologies of its own for combatting the loss of 

evidence.
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REMOTE WIPE



REMOTE 
FORENSIC WIPE



POST
RILEY V. 
CALIFORNIA

Arrest  Search/Arrest 
Warrant  1:1 Image

Search/Arrest Warrant 
Arrest  1:1 Image



GENERAL BEST PRACTICE
SEARCH/ARREST WARRANT  ARREST  1:1 IMAGE



FARADAY 
BAGS/BOXES/CAGES/TENTS

• Evidence

• Preservation

• Examination



THE THIRD-PARTY DOCTRINE PROBLEM



THIRD PARTY 
DOCTRINE

“The Supreme Court has repeatedly 
held… that the Fourth Amendment does 
not protect information revealed to Third 
Parties.” (Kerr 2004 & Smith v Maryland 
1979)

Third Party = ISP, Cloud Storage, any 
Business or Individual. Sharing Data with a 
third party removes 4th amendment 
protections



US V. GRAHAM 
2016 - FOURTH 
US CIRCUIT 
COURT OF 
APPEALS. 

The Fourth Amendment does not protect information voluntarily disclosed to a third 
party because even a subjective expectation of privacy in such information is "not one 
society is prepared to recognize as ‘reasonable.’" The government therefore does not 
engage in a Fourth Amendment "search" when it acquires such information from a third 
party.

Law enforcement does not need warrant for GPS data from cellular provider. 

“Without a change in controlling law, we cannot conclude that the Government violated 
the Fourth Amendment in this case.” 

Discussion of meta data vs. content 



US V. GRAHAM 
2016 - FOURTH 
US CIRCUIT 
COURT OF 
APPEALS. 

The Fourth Amendment does not protect information voluntarily disclosed to a third 
party because even a subjective expectation of privacy in such information is "not one 
society is prepared to recognize as ‘reasonable.’" The government therefore does not 
engage in a Fourth Amendment "search" when it acquires such information from a third 
party.

Law enforcement does not need warrant for GPS data from cellular provider. 

“Without a change in controlling law, we cannot conclude that the Government violated 
the Fourth Amendment in this case.” 

Discussion of meta data vs. content 



CARPENTER V. UNITED STATES
585 U.S. ___, 138 S.CT. 2206 (2018) 



DOES THE GOVERNMENT CONDUCT A SEARCH 
UNDER THE FOURTH AMENDMENT WHEN IT 

ACCESSES HISTORICAL CELL PHONE RECORDS 
THAT PROVIDE A COMPREHENSIVE CHRONICLE OF 

THE USER’S PAST MOVEMENTS?



“

”

EXPECTATIONS OF PRIVACY IN THIS AGE OF DIGITAL DATA DO 
NOT FIT NEATLY INTO EXISTING PRECEDENTS…TRACKING 
PERSON'S MOVEMENTS AND LOCATION THROUGH 
EXTENSIVE CELL-SITE RECORDS IS FAR MORE INTRUSIVE 
THAN THE PRECEDENTS MIGHT HAVE ANTICIPATED. 

Carpenter v. United States
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The Court declined to extend the "third-party doctrine"—a doctrine where information 
disclosed to a third party carries no reasonable expectation of privacy—to cell-site location 
information, which implicates even greater privacy concerns than GPS tracking does. 

One consideration in the development of the third-party doctrine was the "nature of the 
particular documents sought," and the level of intrusiveness of extensive cell-site data weighs 
against application of the doctrine to this type of information. 

Additionally, the third-party doctrine applies to voluntary exposure, and while a user might be 
abstractly aware that his cell phone provider keeps logs, it happens without any affirmative act 
on the user's part. 

CARPENTER V. UNITED STATES



CARPENTER V. UNITED STATES

Thus, the Court held that the government generally does need a 

warrant to access cell site location information
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SERVICE PROVIDER DATA





•WHO HAS THE DATA?

•WHERE DOES IT LIVE?

•WHAT PROTOCOLS WERE USED?

•WHAT INFORMATION DO YOU 
WANT? 



SERVICE 
PROVIDER 
DATA

Pen Registry / Trap and Trace

Cell Site Information

Call content, text (SMS), MMS

E-Mail

URL / ISP / DNS Connections

Live or Historical Geolocation (all phones) 

Dumb Phones have the same capabilities. 





INTERNATIONAL ASSOCIATION OF 
CHIEFS OF POLICE (IACP)

• How-to Guides for various technologies/platforms and applications: 
http://www.iacpsocialmedia.org/Technologies.aspx

• Law Enforcement Guides: 
http://www.iacpsocialmedia.org/Resources/ToolsTutorials/ViewTutorial.aspx?termid=1
6&cmsid=5520


