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LAW ENFORCEMENT 
RESOURCE GUIDES

• IDENTIFY THE SERVICE PROVIDER YOU WANT 

INFORMATION FROM.

• MOST SERVICE PROVIDERS HAVE ONLINE GUIDES 

FOR LAW ENFORCEMENT AND LEGAL COMPLIANCE. 

• VISIT THEIR WEBSITE OR GOOGLE “X LAW 

ENFORCEMENT GUIDE.”











CELL TOWERS

• Coverage ~ 10 square miles

• Strong signal, near tower*

• Towers can be leased

• Can be disguised in trees,
water towers, houses, etc.

• For CELL tower reference

• http://www.cellreception.com

• * The closest CELL tower does not
• have to pick up your signal



HTTP://WWW.CELLRECEPTION.COM
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EVIDENCE ADMISSIBILITY

Evidence Collection

- Follow established legal processes.

- Use accepted and proven techniques and tools.

- Employ certified digital experts.



CHAIN OF CUSTODY

•Chronological Documentation

•Accounts for location and access of 

evidence from the time it is 

collected/seized until the time it is 

used in a legal or administrative 

proceeding.



IN GENERAL CHAIN-OF-CUSTODY
FOR ELECTRONIC EVIDENCE IS NOT MUCH 

DIFFERENT THAN OTHER PHYSICAL EVIDENCE – BUT 
REQUIRES A LOT MORE INFORMATION



CHAIN-OF-CUSTODY

The "sequencing" of the CoC follows this order: identification 
and collection; analysis; storage; preservation; 

transportation; presentation in court; return to owner.

The CoC shows: who obtained the evidence; where and when 
the evidence was obtained; who secured the evidence; who 

had control or possession of the evidence.



EVIDENCE

• Evidence should be handled according to agency policy while 
maintaining a chain of custody.

• Network isolation should be maintained.

• Additional forensic analysis may need to be performed:

– To conduct traditional forensic processes on a mobile phone (DNA, latent prints, 
etc.).

– Contact appropriate crime lab personnel for guidance on processing order to avoid 
the destruction of forensic evidence.



EVIDENCE: FARADAY

• Faraday Bag/Box: Used for digital evidence 
collection, preservation and examination.

– Shields digital evidence from cellular, WiFi, 
Bluetooth and radio frequency (RF) signals.

– https://edecdf.com/collections/mobile
• Faraday Cage/Tent



FARADAY BAGS/BOXES/CAGES/TENTS

• Evidence
• Preservation
• Examination



• Review search warrant.

• “Ask” mobile user for pass codes or PINs.

• Process Immediately OR Turn off Phone and remove battery?

– Turning OFF:

• Preserves call logs and last cell tower location information (LOCI).

• Prevents overwriting deleted data.

• Prevents improper mobile phone handling.

• CON – Removes information from active memory.

• CON – May make it harder for forensic analysis. 

Seizing Evidence



• Locking the phone by password or PIN.

• Many mobile phones can be placed in “Airplane” mode.

• Not really a great solution – Does not do what people expects 

• Collect associated chargers, cables, peripherals, and manuals.

Seizing Evidence



PYRAMID LEVELS OF EXAMINATION

• The higher the 
level, the more 
complex

• Tools more $

• Longer analysis 
times

• More training

• More InvasiveLOGICAL

FILE SYSTEM

PHYSICAL

MANUAL

CHIP
OFF





MOBILE FORENSIC PRODUCTS

• EnCase Mobile Investigator: $???

• AccessData MPE+: $5,000

• Cellebrite UFED Ultimate: $15,000

• Lantern 3: $600

• Oxygen Forensic: $12,000+

• Magnet AXIOM: $1700 + Annual Maintenance 

• Cellebrite Advanced Services: $1000 / Phone

• berla.co: Cars & GPS Units  



LANTERN3













• If Geo-tagging is enabled:

• Can pinpoint where 
photo was taken.

• Copy and paste 
numbers in Google or 
Google Earth.



ACTUAL PICTURE





PICTURE FROM GOOGLE EARTH
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CERTIFIED INSPECTOR GENERAL INVESTIGATOR

DIGITAL EVIDENCE

ADAM SCOTT WANDT,  J.D., M.P.A.
ASSISTANT PROFESSOR OF PUBLIC POLICY
JOHN JAY COLLEGE OF CRIMINAL JUSTICE

awandt@jjay.cuny.edu           http://wandt.us



CERTIFIED INSPECTOR GENERAL INVESTIGATOR

SOCIAL MEDIA & CLOUD FORENSICS

ADAM SCOTT WANDT,  J.D., M.P.A.
ASSISTANT PROFESSOR OF PUBLIC POLICY
JOHN JAY COLLEGE OF CRIMINAL JUSTICE

awandt@jjay.cuny.edu           http://wandt.us



The materials discussed in this presentation are for informational and

training purposes only and not for the purpose of providing legal

advice.

You should contact your agency attorney to obtain advice with respect

to any particular issue or problem.
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ADAM SCOTT WANDT

https://wandt.us

ASSISTANT PROFESSOR OF PUBLIC POLICY
JOHN JAY COLLEGE OF CRIMINAL JUSTICE

ATTORNEY AND COUNSELOR AT LAW 
(NEW YORK STATE)

CO-CHAIR NYC BAR ASSOCIATION: 
TECHNOLOGY, CYBER & PRIVACY LAW COMMITTEE

FORMER SWORN LAW ENFORCEMENT OFFICER

INSTRUCTOR:
ASSOCIATION OF INSPECTORS’ GENERAL

MASTER SCUBA DIVER
UNDERWATER PHOTOGRAPHER 



wandt.us/aig
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LEARNING OBJECTIVES
• Understand how social media plays key rolls in today’s investigations. 

• Understand what types of evidence may be preserved on social media 

• Understand the difference between OSINT and legal process investigations. 

• Understand the value and basic concepts involved in geofencing. 

• Get basic exposure to cloud forensics and understand why it is so difficult to 
conduct advanced cloud-based investigations. 





SOCIAL MEDIA:
USE IN LAW 
ENFORCEMENT 

• (LexisNexis® Risk Solutions, 2016)

• Four (4) out of five (5) respondents actively 
use social media as a tool in investigations. 

• Most common uses include:

• Identifying people and locations.

• Discovering criminal activity and 
locations.

• Gathering evidence and statements.

• Facebook and YouTube are the most widely 
used platforms for investigations. (Instagram 
& Snapchat)



SURVEY OF LAW ENFORCEMENT PROFESSIONALS

155

25% use social media daily for investigations.

73% believe social media helps solve crimes faster.

According to respondents, search warrants utilizing social media to establish 
probable cause holds up in court when challenged 87% of the time.

Over half (52%) of agencies still don’t have a formal process for using 
social media for investigations. 

Less than 20% of respondents learned how to use social media for 
investigations through formal training at agency or training. 



WELCOME TO THE



ASSOCIATION OF INSPECTORS GENERAL 
ANNUAL MEETING SURVEY
2022

N = 76



HOW OFTEN DO YOU SEARCH SOCIAL MEDIA FOR EVIDENCE RELATED TO 
A CRIME OR ADMINISTRATIVE PROCEEDING ON A CASE YOU ARE 
ASSIGNED TO INVESTIGATE?

Always
30%

Almost Always
31%

Sometimes
33%

Rarely
3%

Never
3%



SOCIAL MEDIA IS A VALUABLE TOOL IN 
INVESTIGATING CRIMES

Strongly Agree
58%

Agree
41%

Undecided
1%


